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ABSTRACT

WirelessSensorNetworks(WSNs)arewidelyusedinnumerouscriticalapplications,andrequirethe
networktohaveaprolongedlifetimeandhightolerancetofailures.However,thebattery-operated
sensornodesusedinWSNscausethenetworktoberesource-constrained.Ontheonehand,thereis
acontinuousurgetoefficientlyexploittheWSNenergy,andhence,prolongthenetworklifetime.
Ontheotherhand,WSNnodefailuresarenotonlyattributedtobatterydrain.Nodefailurescanbe
causedbyhardwareorsoftwaremalfunctioning.Inthisarticle,theauthorsassesstheimpactofthe
deathcriteriononthenetworklifetimeandreliability.Itisrelatedhowthedatafromthedifferent
sensorsareaggregatedtothedeathcriterion.Additionally,theimpactofthenumberofsensingcycles
pernetworkmasteronthenetworklifetimeandenergyefficiencyforthedifferentconsidereddeath
criteria.Theeffectofthenetworkmasterselectionprocessontheenergyefficiencyisalsoexamined.
Finally,theimpactofthedeathcriteriononthereliabilityoftheWSNisevaluated.
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1. INTRoDUCTIoN

WirelessSensorNetworks(WSNs)arebasedonsensornodesthatarebattery-operated.According
to theapplication forwhich theWSN isdesigned, sensornodes reportmeasurementsofcertain
phenomenatoasinknode.WSNshavedifferentapplicationsincludingRADARdetection,agriculture
monitoring,smartcitiesandmanymore(Waghmare,Chatur,&Mathurkar,2016).Thispaperfocuses
mainlyonmonitoringelectromagnetic(EM)pollution(Viani,Donelli,Oliveri,Massa&Trinchero,
2011);however,thefindingsofthepaperareapplicabletosimilareventdetectionWSNapplications.

OneofthemainchallengesfacedbytheWSNtechnologyistheenergyconsumptionandthe
energyefficiencydue to theuseofbattery-operatedsensornodes. Itdirectlyaffects thenetwork
lifetime, which is typically defined as the time until the first WSN node fails due to battery
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outage (Mahfoudh & Minet, 2008; Heinzelman, Chandrakasan, & Balakrishnan, 2000; Mamun,
Ramakrishnan,&Srinivasan,2010).SuchadefinitionoftheWSNdeathimpliesthatwhenoneofthe
node’senergyfallsbelowaspecificthresholdthatallowsittosendandreceivedata,thenthewhole
networkwillbeconsidereddead.Thisdefinitionofthenetworklifetimehadahugedisadvantage
onthenetwork’senergyefficiencyaswellasthenetworklifetime.Thisisbecausethedeathofone
nodewithinthenetworkdoesnotimplythattheremainingnodesarealsoincapableofcorrectly
performingtheirtaskofdetectingthemonitoredevent.Inotherwords,theothernodesintheWSN
haveanamountofenergythatishighenoughtoallowthenetworktoperformtherequiredfunctions.

Inthispaper,ourgoalistoevaluatetheenergyefficiencyandreliabilityofthedifferentdefinitions
ofthenetworklifetime.Morespecifically,weconsiderthecasesinwhichthenetworklifetimeis
definedasatleastonesensorisstillfunctioning,atleasthalfthesensorsarefunctioning,andthelegacy
casewhichrequiresallthenodestobefunctioninginordertoconsiderthenetworkalive.Thesethree
differentdeathcriteriacoverthedifferentWSNapplications.OtherrelatedWSNlifetimedefinitions
werediscussedin(Kaur&Singh,2016).However,theyrelyonmobilesensors,gridoptimization
andenergyproficientclusteringtechniques.Moreover,severalclusterheadsexistinsuchnetworks,
which are based on the LEACH algorithm (Heinzelman, Chandrakasan, & Balakrishnan, 2000;
Heinzelman,Chandrakasan&Balakrishnan,2002).Incontrast,ourworkconsidersthewholenetwork
asoneclusterwhichreliesonasinglenetworkmasterperround.Thishasalreadybeenprovento
resultinaprolongednetworklifetimein(Botros,Elsayed,Amer,&El-Soudani,2009;Seoud,Nouh,
Abbass,Ali,Daoud,Amer&Elsayed,2010).Inthispaper,weevaluatethenetworklifetimecriteria
assumingapredefinednumberofcyclespernetworkmasterasopposedto(Seoud,Nouh,Abbass,
Ali,Daoud,Amer&Elsayed,2010).Wealsostudytheimpactofrandomlychoosingthesensornodes
thatserveasnetworkmasterduringtheoperationcycles,versus(Seoud,Nouh,Abbass,Ali,Daoud,
Amer&Elsayed,2010;Nouh,Abbas,Seoud,Ali,Daoud,Amer,&Elsayed,2010)whichhadan
orderedcircularselectionofthenetworkmasters.Thereasonforthatistoinvestigatewhetherthe
choiceofthenetworkmasterhasasignificanteffectonthenetworkbehavior,andaccordingly,on
thesensorsenergyornot.Unlike(Nouh,Khattab,Soliman,Daoud,&Amer2017),weanalytically
evaluatetheimpactoftheWSNdeathcriteriononthereliabilityofthenetworksagainstothertypes
ofhardwareandsoftwarefailures.

Theremainderofthepaperisorganizedasfollows.InSection2,wedescribethenetworkmodel.
Section3presentsthedifferentevaluateddeathcriteria.Weevaluatetheirenergyefficiencyunder
differentsensingcyclelengthsanddifferentnetworkmasterselectionapproachesinSection4and
Section5, respectively. InSection6,weanalyze the impactof thedeathcriteriaon thenetwork
reliabilityagainsthardwareandsoftwarefailures.Section7concludesthepaper.

2. WSN SySTeM MoDeL

2.1. Network Architecture
Thedifferentdefinitionsofthenetworklifetimewillbeappliedonthenetworkarchitectureusedin
(Seoud,Nouh,Abbass,Ali,Daoud,Amer&Elsayed,2010).Morespecifically,weconsidera100×100
m2areathatisaffectedbyfourfrequencypollutersF1,F2,F3andF4.Eachofthesefrequencypolluters
isplacedononesideofthearea(Ioriatti,Martinelli,Viani,Benedetti&Massa,2009).Atotalof
100sensorsareuniformlydistributedovertheareainordertomonitorthelevelsofelectromagnetic
radiationsofthefourpolluters.Weassociate25sensorswitheachfrequencypolluterasillustrated
inFigure1.However,only11sensorsthatareclosesttothepolluteroutofeach25sensorswillbe
abletoreporttheviolation.Thisisbecausethepolluter’sradiationisonlycapableofcoveringhalfof
thetotalarea.Furthermore,thesinkthataggregatesandanalyzesthedatacollectedbythenetwork
masters(NMs)islocatedinthecenterofthearea.Thispositionwasprovenin(Nouh,Abbas,Seoud,
Ali,Daoud,Amer,&Elsayed,2010)toutilizethenetwork’senergyinthemostefficientway,and
hence,increasesthenetworklifetime.Therestoftheparametersarelistedasfollows:
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• Networksize:100×100m2

• NumberofSensors(N):100Sensors
• InitialEnergypersensor:2J
• Transmitter/ReceiverElectronics(Eelec):50nJ/bit
• TransmitterAmplifier(Eamp):100pJ/bit/m2

• PathLossfactor(n):2
• AggregationEnergy(Eagg):5nJ/bit/Signal
• DatapacketsizesentbyactivenodestoNM(K):64bits
• DatapacketsizesentbytheNMtothesink(K1):512bits
• Datapacketsizeofsensingpowerlevels(K2):1bit
• Sinklocation:fieldcenter
• Distribution:HomogeneousDensity(Figure1)

2.2. electromagnetic Pollution Monitoring
Inordertoanalyzetheeffectofchangingthenetworkdeathcriteria,thesamemonitoringprocess
assumedin(Seoud,Nouh,Abbass,Ali,Daoud,Amer&Elsayed,2010)willbeadoptedhere.Every
day,oneofthefrequencypollutersFi(startingwithpolluterF1)causespollutionduringthelastsix
hoursofday.Onthenextday,F2sendsitsviolatingradiationsduringthesametimeoftheday.F3
andF4followthesamemanneronthefollowingdays.Thisprocessrepeatsitselfeveryfourdays
startingwithF1.Eachhourofthedayisconsideredtobeonecycle.Duringeachcycle,anetwork
master(NM)ischosentocollectthedatafromthesensorsandsendittothesink.Thecriterionof
choosingtheNMduringacycleisacquiredfrom(Seoud,Nouh,Abbass,Ali,Daoud,Amer&Elsayed,
2010).Itstartsbytheclosestsensortothesinkandkeepsmovinginacircularpathwayaroundthe
sink.EachsensorischeckedifitissuitabletoactasanNMusingapre-calculatedthresholdforeach

Figure 1. Uniformly distributed 100 sensors in an area of 100 x 100 m2 and surrounded by the four frequency polluters



International Journal of Handheld Computing Research
Volume 8 • Issue 3 • July-September 2017

40

NM.ThethresholdcomputestherequiredenergyforeachsensortoactasanNM,foronecycle,
accordingtoitsdistancefromthesinkanditsdistancetotheremaining99sensors.Asimilarmethod
ofcalculatingthethresholdfortheNMisusedin(Botros,Elsayed,Amer&El-Soudani,2009).At
thebeginningoftheprocess,thethresholdsarecalculatedonlyonce,atthesink,andhence,represent
norunningoverhead.Suchcalculationsrelyontheinformationgatheredaboutthesensors’locations.
Laterduringtheprocessofthemonitoringsystem,thethresholdforeachNMisusedtocalculatethe
numberofcyclesduringwhicheachsensorwillactasNM.Thethresholdiscalculatedasfollows:

E E N E K N E E
threshold NMi rx s agg s prot tx_

= × + × × + +  (1)

fori=1,2,…,100,where:

E E K
rx elec
= ×  (2)

and:

E E K D
tx amp NM to sink

n= × ×1
  

 (3)

InEquation(1),theNsparameterisequaltothenumberofsensingnodes,whichis99inthis
case,becausethe100thistheNM.Furthermore,inEquation(3),theDNM to sinkisthecalculateddistance
betweentheithNMandthesink.

Oncethesensornode’senergyreachestheNMthreshold,itwillactasanordinaryactivenode
andanothernodewillbeelectedtobetheNMofthefollowingcyclesandsoon.Whenanyofthe
activenodesreachtheactivenodethreshold,whichisequaltotheenergythatallowsasensorto
senseandsendpacketstoanNM,thenodewillbeconsidereddead.ThefunctionalityoftheWSN
dependsonthepercentageornumberofactivenodes.Hence,thenetworklifetimecanbegenerally
definedintermsofthenumberofcyclesduringwhichaminimumpercentageofthesensorsare
active.Inmanypreviousworks,thatpercentagewasconsidered100%(Heinzelman,Chandrakasan,&
Balakrishnan,2000;Botros,Elsayed,Amer&El-Soudani,2009;Seoud,Nouh,Abbass,Ali,Daoud,
Amer&Elsayed,2010;Nouh,Abbas,Seoud,Ali,Daoud,Amer,&Elsayed,2010).Inthispaper,
weassessvariousconsiderationsfortheWSN’slifetimeandproviderecommendationsaccordingto
theunderlyingapplicationoftheWSN.

3. NeTWoRK DeATH CRITeRIA

Thedeathofasinglenodeiscommonlyconsideredasanindicatorthatthewholenetworkisincapable
offunctioning.Thedisadvantageofsuchanassumptionisthatitunderestimatesthenetworklifetime
becauseevenifonlyonesensornodedies,thereisstillremainingenergypossessedbytherestofthe
nodes.Suchremainingenergycouldenablethenetworktosustainitsfunctionalityforalongertime.
Hence,itismorepracticaltoviewthenetworkasfunctioningevenifsomenodeshavealreadydied.
Accordingtothenumberofdeadnodesthatcanbetoleratedwithoutaffectingthefunctionalityof
thenetwork,multiplenetworkdeathcriteriacanbedefined.Thedifferentdefinitionsofthedeath
criteriaaredrivenfromtheamountofinformationneededintheaggregationprocessofthedifferent
readingsofthenodes,whichsensethesamephenomenon(Chen,Shu,Zhang,Liu&Sun,2009).For
instance,ifaggregationisdonebasedonANDingallthemeasurementsofallthenodes,thenetwork
lifetimeisdefinedasthetimetothefirstnodefailuresinceonenodefailureviolatestheANDrule.On
theotherhand,ifaggregationisbasedontheORrule,itmeansthatthenetworkisconsideredalive
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whenatleastonesensorisstillaliveandcorrectlyreportingthesensedphenomenon.Acompromise
betweenthe“AND”and“OR”rulesisthemajorityrule.Themajorityruleimpliesthatthenetworkis
notconsidereddeadifatleasthalfthenodessensingthetargetedphenomenonarestillfunctioning.

3.1. AND Aggregation Rule (All Nodes Must Be Alive)
Thefirstdeathcriterionisthelegacyoneinwhichthenetworkisconsidereddeadwhenthefirstnode
thatsensesthetargetedphenomenon,EMviolationinourcase,dies.Thiscriterionfollowsthedecision
ofthelogical“AND”rule.Figure1illustratesthenetworkareadividedintofourzones,eachwitha
specificpolluter.Foreachpolluter,thereare11sensorswithinitspollutionrangethatcansensethe
violationandsendthepacketstothenetworkmaster.Ifoneofthe11sensorswhicharesensingthe
EMviolationisdead,becauseithasreachedtheactivenodethreshold,thewholearea,andaccordingly
thewholenetwork,willbeconsidereddead.However,itishighlyprobablethatthe10othersensors
mighthaveremainingenergythatcouldenablethemtoprolongthenetworkfunctionality.Insome
criticalapplicationsthatcannottoleratethedeathofonenodewithinthenetwork,thiscriterionis
theoptimum,andsolutionshavetobesoughttoreplacethedeadnode.

3.2. oR Aggregation Rule (At Least one Node Is Alive)
TheORruleisdefinedashavingonenodeinthezoneofeachpollutertoreporttheviolationeven
iftherestofthenodesintheareaareconsidereddead.Therefore,theruleofthelogical“OR”is
applied.Thistechniqueisthemostenergyefficientonethatisexpectedtoprolongthenetworklifetime,
sinceitconsumesthesensor’senergyatmost.ItmightbeneededinsomeWSNapplicationssuch
asmonitoringunderwaterpipelines(Benhaddou&Al-Fuqaha,2015),wherethenetworkishardly
accessibleandtheurgeofprolongingitslifetimeishighlyneeded.

3.3. Majority Aggregation Rule (Half the Nodes Are Alive)
Theotherdeathcriterionthatweconsiderinthispaperistheonebasedonthemajorityaggregation
rule.InordertobeabletoreportanEMviolation,halformoreofthesensornodesinagivenareaare
requiredtobeactive;otherwisethenetworkwillbeincapableofdetectingtheviolationsinsuchanarea.

SinceWSNsmightbeusedincertainapplications,wherethenetworkisplacedunderharsh
conditions,thefailureofonenodeormorecouldhighlyoccur.Thus,theORandmajoritycriteria
are advantageous as theymake thenetwork fault tolerant, because the reporting functionof the
networkisnotaffectedbythedeathofoneorfewnodes(Manjunatha,Verma,&Srividya,2008).
Furthermore,theybetterexploitthetotalenergyavailableinthenetworkascomparedtotheAND
ruleinwhichthenetworkisconsidereddeadwhilealotofresidualenergyisstillavailable.Therefore,
thedifferentdeathcriteriaareveryapplication-dependent,andtheirsignificancediffersfromone
applicationtotheother.

3.4. WSN Lifetime Under Different Death Criteria
First,weevaluatetheperformanceoftheaforementioneddeathcriteria.Thethreedeathcriteriawere
simulatedusingMATLAB(MATLAB,2011)inthesystemmodeldescribedinSection2.Figure2
showsthedeathofeachareaaccordingtoeachdeathcriteria,andconsequently,thecorresponding
lifetimeofthenetwork.The1stgroupofpoints(atthebottom-leftofFigure2)showsthedeathof
the1stnodeineacharea.Thenthe2ndgroupofpoints(atthecenterofFigure2)displaysthedeath
of6nodes,i.e.,themajority,ineacharea.Finally,thelastgroupshowsthedeathofthelastnode
ineacharea,usingtheORrule.Notethat,forthelastgroup,thefirstpolluterF1dieslast,which
meansitcansustainalongerlifetimecomparedtotheotherareas.However,beingtheareawiththe
highestlifetimedoesnotmeanthatunderallthreedeathcriteria,thisareawillnecessarilyhavethe
highestlifetime.AsshowninFigure2,theF1areacomesatthesecondplace,whentheANDrule
isconsideredandcomesatthe3rdplacewhenthemajorityruleisused.Thisisattributedtolocation
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ofthenodesandthenetworkmasterlocationineachcycle,whichaffecttheenergyconsumptionof
eachnodedifferently.

4. IMPACT oF THe NUMBeR oF CyCLeS PeR NeTWoRK MASTeR

4.1. Selecting a Fixed Number of Cycles per NM
Inthepreviousscenario,anysensorselectedasanNMoperatesasanNMforanumberofCNMicycles
untilitcompletelydepletesitsenergybyreachingtheNMthreshold,Ethreshold_NMi.Atthebeginning
ofthesubsequentround,thenextavailablesensorischosenastheactingNM.Consequently,the
numberofcyclesperNMisdependentonthesensor’senergyanddiffersfromoneNMtotheother.
Theoptimumnumberofcyclesperroundwasinvestigatedin(Botros,Elsayed,Amer,&El-Soudani,
2009)toelongatethenetworklifetime.However,theresultsobtainedin(Botros,Elsayed,Amer,&
El-Soudani,2009)aimedtosolvethedrawbacksin(Heinzelman,Chandrakasan,&Balakrishnan,
2000;Heinzelman,Chandrakasan&Balakrishnan,2002),andhence,arenotapplicableinthecontext
ofourmodel.Inwhatfollows,westudytheeffectofsettingapredefinedNMcyclecountsuchthat
eachsensoractsasanNMforacertainnumberofcyclesirrespectiveofitsresidualenergy.Wefocus
onthefollowingnumbersofcyclesperround:

• 100cyclesperNMround
• 1000cyclesperNMround
• 10000cyclesperNMround

Notethatthesenumbersarechosenbasedonresultsfromtheprevioussection.Itcanbeseenthat
theaveragenumberofcyclesperNM,CNMiisaround10000cyclesasshowninFigure2.Hence,this
numberischosenasthehighestcyclecount.Moreover,twootherpossibilitieswillbeinvestigatedby
reducingthecyclecountsizebyafactorof10and100cycles.Therationalebehindsuchachange,as
comparedtothepreviousscenario,isthatwithsmallercyclecounts,thenodeactingasanNMwill

Figure 2. The different death criteria are illustrated by showing the lifetime versus the number of dead nodes
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notdepletethemajorityofitsenergywhileactingasanNMandwillhaveenoughresidualenergy
toactasanon-NMnodeforalongernumberofcycles.ThiswillalsoenabletherotationoftheNM
rolemorefrequently,resultinginanevenenergydissipationprofileforallthesensornodes.

Figure3 illustrates the lifetimecurvesof eachof the aforementionedpredefinednumberof
cyclesperround.Forcomparison,thelifetimecurveobtainedinFigure2isshownandislabeled
withMaxCycles/NM.

Figure3impliesthatusingthemaximumnumberofcyclesperNM,whichiscalculatedaccording
toeachNM’senergyconsumption,resultsinahigherlifetimeinmostofthedeathcriteria.However,
ifotherlifetimedefinitionsareadopted,therelativelifetimebehaviorwillvary.Forexample,ifan
applicationrequirestheuseoftheANDaggregationapproachforthenetworkdeathdefinition,then
themaximumCycle/NMschemeisnotthebestschemeintermsofnetworklifetime.Onthecontrary,
alltheotherpredefinedcyclesperNMcurvesachievehigherlifetimesduringthedeathofthe1stFi
area.Hence,onecanpredictfromFigure3,whichisthebestcurvethatprolongsthelifetime,that
therestillexistotheraspectsthatshouldbetakenintoconsideration,suchas:

• Identifyingtherelevantdeathcriteriaaccordingtotheapplicationrequirement;
• AspecificdeadareaFiareacouldbedeterminedaheadalongsidethedefinitionofthenetwork

deathcriteria;
• Finally,thereisatradeoffbetweenmaximizingthelifetimeandexploitingthesensor’senergy

efficientlyaccordingtotheapplication.Whenmaximizingthelifetimeisneeded,thenFigure
3willbesufficienttoidentifythat.Otherwise,thecurvethatmostlyconsumesthenetwork’s
energyefficientlyistobeidentified.

Therefore,theenergyconsumedbythefourdifferentlifetimecurvesshouldbeinvestigatedfurther.

4.2. energy Consumption Characteristics
Inorder togetadeeper lookinto theenergyconsumptionof thenetwork in theconsideredfour
scenarios,twoaspectswillbeinvestigated.

Figure 3. Different lifetime curves that illustrate the different cycle number per NM
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4.2.1. The Average Remaining Energy
Figure4shows thatusinghighernumberofcyclesperNMround,either through themaximum
techniqueorthroughusingapredefinednumberofcyclesperNMsuchas10000cycles,willresult
inaninefficientuseofthenetwork’senergy.Onthecontrary,using100cyclesperroundand1000
cyclesperroundachievealowerremainingenergylevelcomparedtotheothertwoscenarios.The
reasonforthatisthatwhenalowernumberofcyclesperroundisadopted,thelocationoftheNM
ischangedmorefrequentlywhichreducesthepossibilityofstarvingthenodesfarfromtheNMfor
alongperiodoftime.Avoidingthiswillpreventthenodesfromexploitingtheirenergyallatonce.

4.2.2. The Variance of the Remaining Energy
Figure5showsthestandarddeviationoftheremainingenergyofthesensornodesversusthecycles
ofthenetwork.ThecurvesinFigure5emphasizetheobservationsfromFigure4.Thesecurvescan
bedescribedasfollows.Atthebeginningofnetworkoperation,allthenodeshavethesameinitial
energy.Whentheprocessstarts,someofthenodesstarttolosetheirinitialenergyfasterthanthe
othernodes.Hence,theyreachapointwherethedifferenceintheremainingenergyistoohigh,as
somenodesarealreadydead,withaverylowremainingenergy,whileothernodesstillcontainhigh
remainingenergyandareactingasnetworkmasters.Afterwards,thenodeswithhighremainingenergy
starttolosetheirenergies.Thisiswhenthestandarddeviationdecreasesagain.Whenthenodes
becomedeadbyreachingthespecifiedthreshold,thetotalremainingenergyinthewholenetwork
willbealmostthesame.Atthispointthestandarddeviationcurvewillbeapproachingthezerolevel.

5. IMPACT oF NM SeLeCTIoN APPRoACH

AsmentionedintheSection4,thechoiceoftheNMisinacircularorderstartingfromthesensors
neartothesinktothoseawayfromthesink.InordertomakesurethatsuchNMselectionprocedure
doesnotcontributetoourfindings,arandomselectionoftheNMisinvestigated.Itisexpectedthat

Figure 4. Average remaining energy for the four scenarios using the ordered
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thebehaviorofthescenariosdescribedinSection4wouldbeindependentoftheNMselection,as
theyarenottiedspecificallytothissystemmodelandshouldbeappliedonanyotherapplication.

Figure6illustratesthefourNMcountschemesdiscussedintheprevioussectionusingrandom
selectionofNM.Eachofthe100sensorsisrandomlyselectedtoserveasanNMduringaperiodof
roundswithoutaspecificorder.DespitetheuseoftherandomselectionoftheNM,thefourschemes
havesimilarbehaviortothatshowninFigure3.Forexample,themaximumschemeremainsthehighest
withrespecttototallifetimewhilethe10000cyclesperroundcomesnext.Also,theothertwocurves
of1000and100cycles/NMfollowthesamebehaviorasinFigure3.Theonlydifferencebetween
Figure3andFigure6isthelifetimevalueforeachcurve.Figure6impliesthatarandomselection
ofthenetworkmasterresultsinahigherlifetimeingeneral.Thereasonforthatisthatchangingthe
locationoftheNMmorefrequentlyaspreviouslymentionedinSection4causesthenetworknotto
exploitonespecificareaatatimeandinsteaditaveragesoverthewholenetwork.

Figures7and8alsoshowsimilarresultscompared toFigures4and5.Theonlydifference
betweenFigure4andFigure7isthatinFigure7theremainingenergyisconsumedmoreefficiently
thaninFigure4.Likewise,Figure8showsasimilarbehaviorofthestandarddeviation.Nevertheless,
themainsignificanceofthisexperimentistoshowthatthepreviouslydiscussedschemesbehave
independentlyofthesystemmodelassumptions,andhenceforth,thewholesystemdoesnotrelyon
aspecificcaseandworksforvariousapplicationsandscenarios.

6. ReLIABILITy ANALySIS

Intheabovediscussion,allsensornodeswereassumedtobefullyoperationalaslongastheirbatteries
hadenoughenergytocompletetherequiredtasks.Ifasensornodeexperiencesahardware/software
failure,theabovecalculationswillnolongerbevalid.Thefollowinganalysisobtainstheprobability
that theWSNsystemwill succeed inoperatingcorrectly for theentire lifetimecalculated in the

Figure 5. Standard deviation of the remaining energy for the four scenarios using the ordered choice of NMs



International Journal of Handheld Computing Research
Volume 8 • Issue 3 • July-September 2017

46

Figure 6. Different lifetime curves illustrating the different cycle number per NM using the random selection of NMs

Figure 7. Average remaining energy for the four scenarios using the random choice of NMs
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previoussections.WelimitouranalysistothedeterministicNMselectioncasedevelopedin(Seoud,
Nouh,Abbass,Ali,Daoud,Amer&Elsayed,2010)inwhichthesensornodeswillfailinacertain
ordergovernedbythenodelocations.

WeassumethatallnodesintheWSNsystemareidentical.Furthermore,letthefailurerateof
anyofthesensorsbeλs.Thetimetofailureistypicallyassumedtofollowtheexponentialdistribution
(Siewiorek&Swarz,1998);therefore,thefailurerateλsisconstant.

6.1. Reliability Analysis of AND Rule
Thesystemwillceasetofunctionproperlyassoonasthefirstsensornode(outofthe100nodes)
fails.ForthesystemlifetimetobeequaltotheonecalculatedinSection4,allsensornodesmust
nothavefailed.Inotherwords,ifthislifetimeistand,thenall100sensornodesmustbeoperating
correctlytilltimet = tand.Let:

R t e
s

ts( ) = −λ  (4)

whereRs(t) is thesensornodereliability, i.e., theprobability that thissensornodeisperforming
correctlyattimetgiventhatitwasoperationalattimet=0(Siewiorek&Swarz,1998).Itisimportant
heretonotethatRs(t)hasnorelationtotheamountofenergyremaininginthenode’sbattery.A
sensornodefailureinthecontextofRs(t)isduetoahardware/softwarefailure.Fromareliability
standpoint,theWSNsystemisa“series”system;ifanyofthe100sensorsfails(hardware/software
failure),thelifetimecalculationsinSection4abovewillnolongerbevalid.Hence:

R t R t
wsn and s and( ) = ( )100  (5)

Figure 8. Standard deviation of the remaining energy for the four scenarios using the random choice of NMs
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Rwsn(tand)istheprobabilitythattheWSNwillfunctioncorrectlyuptoitsexpectedlifetimetand.
ForapredeterminedvalueRwsn(tand),thevalueofλscanbedeterminedandtheappropriatetype(from
areliabilitypointofview)ofsensornodescanbeusedinthesystem.

6.2. Reliability Analysis of oR Rule
IntheORaggregationrule,theWSNsystemreachesitsexpectedlifetimetor(ascomputedinSection
4)whenall11sensornodesmeasuringanyoneofthefrequencypollutersdonothaveenoughbattery
energytocarryouttheirfunctions.The11thsensor(foroneofthefourpolluters)willnothaveenough
energyatt=tor.Theother10sensornodesmeasuringthissamefrequencypolluterwillhavedepleted
theirenergyatt<tor.Forthesensornodesmeasuringtheotherpolluters,somewillstillbeoperating
whileotherswillnot,asshowninFigure9inwhichthenodeswith0lifetimesarethosewhicharestill
operating,whilethenodeswithnon-zerolifetimearethosewhichstoppedfunctioning.Lettor_ibethe
timewhensensori(foranyofthefourpolluters)doesnothaveenoughenergytooperatecorrectly.
ForthecalculationsinSection4abovetobevalid,eachsensorimustnothavefailed(hardware/
software)beforetor_i.Ifitfailsafterthattime(evenbeforet=tor),thelifetimecalculatedabovewillbe
valid.Letusdividethe100sensorsintotwogroups:(1)Operating:sensorswhichstillhaveenough
energyatt=tor,2)LowBattery:sensorswhichhavedepletedtheirenergyatt<tor.FortheWSN
tooperateaspredictedinSection4,the“operating”sensornodesmustnotfail(hardware/software)
beforet=tor.Anysensoriinthe“LowBattery”groupofsensorsmustsurviveatleasttillt=tor_i:

R t e e
wsn or

operating

t

LowBattery

t
s or s o( ) =











∏ ∏− −λ λ rr i_












 (6)

Again, for apredeterminedRwsn(tor),λs canbeobtained and the appropriate sensors (froma
reliabilitypointofview)canbeusedinthesystem.

Figure 9. Time at which the individual nodes in Figure 2 die when OR aggregation is used
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ForthecaseoftheMajorityrule,thesamereasoningandanalysiscanbeused,butinsteadof
waitingforthe11thsensortofail,thesystemwillceasetofunctionassoonasoneofthefourpolluters
losesits6thsensor.

7. CoNCLUSIoN

Thispaperhasevaluatedthreedifferentdefinitionsofthenetworkdeathcriterionthatarerelated
todifferentWSNmeasurementaggregationtechniques.Choosingbetweenallthesetechniquesis
application-dependent,sinceeverytechniquebestfitscertainWSNapplications.Weexaminedthe
impactofthedifferentdeathcriteriaontheWSNlifetime.Furthermore,theimpactofthenumberof
sensingcyclesisexaminedtoshowthedifferencebetweenexploitingtheNMenergytoitsmaximum
allatonce,versusactingasNMseveraltimesandconsumingtheNMenergyonseparateintervals.
OurresultsshowthatusingapredefinedlownumberofcyclesperNMwillresultinamoreefficient
useofthenetwork’senergy.However,thereistradeoffhere,sincethenetworklifetimedecreases
whenthepredefinednumberofcyclesislow.

WehavestudiedthesignificanceoftheprocessforselectingtheNM.Insteadofthecircular
orderedpathselection,wehaveconsideredrandomNMselection.Thishasproventhatdespitethe
changeoftheNMselection,thepreviousconclusionswerenotchanged,whichindicatesthatthe
proposedscenariosarenotalignedwithaspecificsystemmodel,howevercanbeimplementedon
otherWSNapplications.

Furthermore,weanalyticallyevaluatedthereliabilityofWSNforthedifferentdeathcriteria
consideredinthepaper.SuchanalysisallowstheWSNdesignertochoosetheappropriatesetof
sensornodesthatcanachieveacertainlifetimewithatargetlevelofreliability.

Inconclusion,itisveryimportanttoidentifythetargetedWSNapplicationfirstandthendecide
whethertheaimistohaveaprolongedlifetime,toconsumethenetwork’senergyefficiently,ortobe
morereliabletofailures.Accordingly,thevariousdeathcriteriaandNMcount/selectionapproach
illustrated in this paper couldbeveryhelpful inobtaining themost adequate conditions for the
application,meaningchoosingthenumberofcyclesperNMmasterandthebestdeathcriteriato
achievethebestfitforthedesiredapplication.
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